FAST ENCASH MONEY TRANSFER SERVICES LTD
AML Policies & Procedures
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INTRODUCTION
1.Fast Encash Money Transfer Services Ltd ( Fastencash) is “Authorised Payment Institution” (API)
Authorised and Regulated by the Financial Conduct Authority (FCA) under the “payment system Directive 2 (
PSD2) The company is incorporated in the UK and is engaged in , providing to customers with secure and
affordable payment services that allow them to send and receive money around the world.
Being a payment Institution we are exposed to the risk of being used for money laundering. This document is
designed to be used by Fastencash’s directors, officers, agents, employees and advisors (commonly referred
as “Relevant persons” as a guide to our anti-money laundering (“AML”) responsibilities, duties, procedures
and obligations. It is designed to ensure that all the relevant persons shall;
 comply with all applicable AML requirements;
 help prevent organised crime and terrorism; and
 Protect the reputation and interests of Fstencash and its customers.
 Failure to comply with our AML duties and obligations can lead to:
 criminal and disciplinary sanctions;
 civil action against Fastencash, individual directors and senior managers; and
 Damage to Fastencash’s reputation, leading to a loss of business.
This document emphasises the “risk-based approach”. This approach means that we focus our resources on
the areas of bigger risk. More detail on this approach can be found at Section 5.
We will always start from the premise that most of our customers are not involved in money launderers or terrorist
financing or any financial crime related activities, but we it is important that we must assess the risk level
impacting Fastencash, and take reasonable, appropriate and considered steps to minimise those risks. The
company maintains a specific Risk Assessment document to assess the risks to which the firm is exposed based
on the customer profile.
No matter how thorough our risk assessment or how appropriate our controls, some criminals may still
succeed in exploiting us for criminal purposes. But an effective risk- based approach and documented riskbased judgements on individual customers will enable us to justify our position to law enforcement, the judicial
courts, HMRC and the FCA.
This document will be reviewed and approved by senior management, and will be regularly reviewed and
updated.
2. POLICY STATEMENT
Fastencash and its directors and senior management are committed to operating the business in a transparent
and open manner that is consistent with regulatory obligations. The directors, senior management, compliance
officer and the nominated officer (MLRO) will always ensure that all suspicious activity is reported to the relevant
authorities. It is our policy that commercial considerations shall never take precedence over our AML
commitments.
As part of this commitment, Fastencash will adopt strict procedures to comply with all applicable AML rules and
regulations. Specific emphasis will be made on the Proceeds of Crime Act 2002 (“POCA 2002”), the Money
Laundering Regulations, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulation 2017
(referred as MLR2017, Terrorism Act 2000 (“TA 2000”), Criminal Finance Act 2017, and EU Payment Services
Regulations 2017 (“PSRs 2017”). Full details of the applicable legal framework can be found in Annexure 2

The Data Protection Act 1998 (DPA) governs the processing relating to individuals, including obtaining, holding,
use of disclosure of information. Fastencash is committed to ensuring that all data collected is used, retained,
and processed in a fair, transparent and secure way. Fastencash is registered with ICO (Information
Commissioner’s Office) with number Z2836774. Full details of the key principals of the law can be found in
Appendix 3 at Section 10. The Data Protection Officer responsible for the company is Harshan Kollara.
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3. FINANCIAL SANCIONS:
Financial Sanctions are prohibitions and restrictions put in place against target countries, legal persons and
individuals in order to meet political ends. Most financial sanctions are made through EU law which has direct
effect under UK law. The Office of Financial Sanctions Implementation works closely with the EU Commission
and other member states in implementing sanctions. Other financial sanctions are put in place by UK laws. The
application of financial sanctions constitutes an obligation for both the public and private sector.
Fastencash’s system and procedures is designed to identify transaction when a customer and beneficiary name
match with the one of listed on the Sanctions List for analysis by the compliance department. Any transaction
that is processed by Fastencash that is a potential match against relevant sanctions lists must be escalated to
the nominated officer for necessary action:
Fraud has increased substantially in the last years, and therefore managing fraud risk is a key objective for
Fastencah, so as to protect our employees, agents and our system from becoming an instrument for fraudulent
activities. Any suspicions or fraudulent activity must be reported to the nominated officer. Fraud that is not related
with Money Laundering or Financing Terrorist will be reported to Action Fraud, the National Fraud & Cyber Crime
Reporting Centre.
This policy applies to all relevant persons and all must ensure that they understand the material in this document
and must be fully-compliant with all procedures contained herein. In order to assist employees and agents in this
regard, Fastencacsh requires all employees to receive AML training at the commencement of their employment
and at least bi-annually thereafter. Agents (If any) are required to have AML training before they are on boarded.
Employees and agents will be given a copy of this document and is required to be familiarised with the
requirements before starting any client-facing duties.
Harshan Kollara is the nominated officer of Fastencash. Where employees have any questions, uncertainties or
concerns in relation to this document, they should contact him. Harshan Kollara is responsible to receive reports
of suspicious activities from employees and agents and decide whether to report them to the National Crime
Agency (NCA). He is also the compliance officer for the company and reports to the Board on all Compliance
related matters and issues.
4. ROLES AND RESPONSIBILITIES
This Policy applies to all Staff.
The Senior Management and Board of Directors is responsible for FNC’s overall compliance with all regulatory
requirements, including all applicable AML rules and regulations. They must ensure that all Staff are given
adequate training, resources and functioning risk-based systems (including computer software to assist with
oversight).
The MLRO will update the Board the current readiness in terms if AML

Harshan Kollara is responsible for receiving internal disclosures and making reports to the National Crime Agency
(“NCA”).
The MLRO with the support of other designated staff also undertakes regular random analyses of transactions,
assesses identification and documentary evidence given by customers, amends this document in-line with
changes in risk, and considers all compliance issues generally. The company designates the CEO Mr. Harshan
Kollara as its Money Laundering Reporting Officer (MLRO), with full responsibility for the firm’s AML policies and
procedures. The duties of the MLRO will include the following
• To be familiar with the of anti-money laundering requirements that the company is subjected to under various

statues and provisions
To ensure compliance with the AML regulations
To assist line management in complying with all relevant AML regulations
To monitor adherence to money laundering deterrence procedures & controls
To collect, compile and distribute information & policies/procedural matters regarding compliance with the
AML requirements
• To ensure that staff are aware of the principles and objectives of the companies AML policy
•
•
•
•
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•
•
•
•
•
•
•

To ensure that staff is familiar with the monitoring, detection and reporting Procedures
To ensure that staff education and training programs on AML are in place
To act as the contact point representing the reporting institution in the dealings with the local regulators
To act as a central point for the receipt & validation of suspicious transaction reports
To investigate any suspicious transactions and advise staff on the next course of Action
To ensure submissions of all reports required under the provisions of AML guidelines HMRC and FSA
To monitor changes to business practices to ensure that anti money laundering Practices and procedures of
the company are adequate
• To ensure retention and retrieval of all records required to be kept as per the provisions of the regulations.
4.1. Responsibilities of staff
All Staff are responsible for considering the contents this document and understanding their responsibilities. This
includes (but is not limited to) ensuring that the procedures contained herein are adhered to, that all customer due
diligence evidence that is required has been obtained, that all records are kept as required, and that all suspicious
activities are reported to the MLRO..
5. ENGAGING AGENTS IN BUSINESS
Fastencash agents are appointed to act either to originate remittance transactions on behalf of Fastencash or to
pay out remittances on behalf of Fast Encash.
Agents also are responsible for considering the contents of this document and understanding their responsibilities.
This includes (but is not limited to) ensuring that the procedures contained herein are adhered to, that all customer
due diligence evidence that is required has been obtained, that all records are kept as required, and that all
suspicious activities are reported to the nominated officer. Failure to do so may result in Fastencash terminating
the relationship with the agent. Agents are on boarded with appropriate documentation which include, but not
limited to, obtaining KYC documents of all beneficial owners and the firm, submission of detailed application forms
and confirmations and checking in the sanction lists.
5.1 Engaging Pay out Agents in India
Fast Encash is authorised by the Reserve Bank of India (India’s Financial Regulator) as an “Overseas principal”
under the Payment and Settlement Systems Act 2007 of the Government of India. The authorisation entitles
Fastencash to pay out remittances into India to Beneficiaries by way cash pay outs, bank account credits and
other electronic means by appointing Agents. While appointing banks as agents Fast encash shall ensure that the
banks are duly authorised by the financial Regulator. However while appointing non-Bank firms to pay out Fast
encash shall carry out due diligence of the firm and will obtain standard KYC documents of the firm as well as the
beneficial owners. Detailed procedure is given in annexure 14.
6. RISKS AND RISK-BASED APPROACH
FNC commits itself to Risk based approach and practice for AML. This approach allows us to target our resources
and effort to areas where risk is greatest and, conversely, reduce them where risk is low.
We must establish adequate policies and procedures relating to risk assessment and risk management, to reduce
the risk of FNC used for money laundering or terrorist financing.
We must:









Establish customer due diligence and enhanced customer due diligence measures which are proportionate to
the risk posed by the type of client, business relationship or services to be provided. These measures must be
adequate to identify ultimate beneficial owners and control structures. They must also be kept updated. Details
of these measures can be found at Sections 10 and 13 respectively;
be able to demonstrate to HM Revenue and Customs and the FCA, Banking partners that this customer due
diligence and enhanced customer due diligence is appropriate in view of the risks of money laundering and
terrorist financing;
have adequate systems to scrutinise transactions throughout a business relationship to ensure consistency with
our knowledge of our customers, their business and their risk profile;
have adequate training measures for all of our Staff;
Keep up-to-date records of all customer due diligence and suspicious activity reporting? Details of our record
keeping procedure can be found at Section 17; and
Comply with all other regulatory comply with all other regulatory obligations, including requirements under the
Data Protection Act 1998.

4

6.1. Review of Risk based approach
The risk based approach will be reviewed periodically not later than one year with detailed inputs on parameters
and check list as described below to ensure that the risk mitigation procedures and controls are working effectively
and to remedy any deficiency observed. The parameters and check list for review will be as under;



Changes identified in customer characteristics or behaviour during the review period
The ways in which products and services may be used for money laundering or terrorist financing,
recognizing how these ways can change, with reference to information and typologies supplied by law
enforcement feedback

The adequacy of staff training and awareness

Compliance monitoring arrangements, e.g. internal audit/quality assurance
processes or external
reviews

balance between technology-based and people-based systems

Capturing appropriate management information

Upward reporting and accountability

Internal communication

Feedback from regulatory and law enforcement agencies
Such review shall be carried out by the MLRO on an annual basis or earlier and corrective steps if any required
should be put in place. The details shall be briefed to the Board. The format for review is given in the annexure
containing the procedure. The process of risk assessment and monitoring under the risk-based approach should
be documented and preserved
6.2. Nature of transactions carried out by Fasten cash...
The business activities carried out of the company comprises of money transfer to India for credit to Bank
accounts. Accordingly, the customers that the company will handle include individuals from various walks of life,
corporate and other constituted bodies. While several transactions will be of one off nature some of them will be
of regular one.
As a payment services provider, transactions also take place on a one-off basis on a face to face basis and nonface to face basis... The company therefore shall put in place appropriate arrangements to carry out the minimum
due diligence required. Detailed procedures are given in the procedures annexed.
Given the typical nature of business the company as stated above, the company will put in place appropriate
arrangements to identify, monitor and mitigate the risk that it faces in Money laundering and terrorist financing,
terrorist financing and anti-proliferation financing.
7. RISKS AND RISK MITIGATING MEASURES

7.1Customer Risks
It is important to have a general understanding of the risk profile of our customers based on their characteristics,
the purpose of transactions, the source and destination of funds, and the expected value and frequency of
transactions. This will enable Employees to identify unusual transactions or patterns of transactions which could
be suspicious.
7.2Sources of risk: General

Customers who send money abroad to several beneficiaries at frequent intervals.

New customers undertaking transactions larger than our usual customer transactions size.

Customers carrying out multiple transactions to diverse geographies in a short period.

Customers undertaking a number of transactions below the amount requiring ID or other documents;

A number of different customers sending payments to the same beneficiary;

Geography of destination and country of birth of remitter mismatch;

Customers ( non-individuals) with complex ownership structures with the potential to conceal source
of funds or underlying beneficiaries;

Third party payments;

Customers who are not local to the business;

And politically exposed persons (“PEP”).


Non face to face customers
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7.3 Risk Mitigation approaches
The risk mitigation procedures will combine the following the features

Customer due diligence (basic and enhanced)

Setting of threshold limits

Ongoing monitoring of characteristic features of remittances such as splitting, beneficiaries,
geography of beneficiaries.

Preregistration of customers

Independent external validation of KYC documents on a random basis

Validation of all registration happening on line prior to any transactions

Provision of detailed check lists for the staff to follow

Obtain sender’s full name, date of birth, nationality, full address, purpose of transaction,
relationship with beneficiary and for occupation

screen all customers against all sanctions lists and PEP databases, and, in some cases, we will
have the information provided checked electronically

No accounts will be opened or transactions processed for PEP matches without

the express prior authority of Nominated officer;

All identification will be re-taken after the date of expiry on any document shown

Not to entertain third party transactions

Internal risk rating based on specified parameters of regular customers

Enhanced due diligence for higher risk transactions, based on our risk assessment and taking
into account the risk grade of the customer assessed internally

Setting threshold remittance limits based on risk. ( such threshold will be reviewed based on the
internal risk assessment and any Regulatory directive)

Monitoring of cumulative remittances made during specified period of maximum last one year.

Obtaining evidences for source of funds

Completion of transaction assessment form
7.4 Risk Mitigation Processes

We will request the sender’s full name, date of birth, nationality, full address, purpose of
transaction, relationship with beneficiary and occupation using valid identification documents;

We will undertake enhanced due diligence for all customers who fit the profile within the risk
factor ;

Such customers will also have enhanced monitoring of their account by the MLRO, before
proceeding with the remittance;

We will screen all customers against all sanctions lists (which happens on line at the time of
processing transactions), PEP databases, and, in some cases, we will have the information
provided checked electronically; No accounts will be opened or transactions processed for PEP
matches without the express prior authority of MLRO;

All identification will be re-taken after the date of expiry on any document shown.

For higher risk transactions, we will require evidence of the source of funds and a Compliance
Form explaining the background of the transfer.

We shall define thresholds for monitoring and allowing transactions as detailed in the Annexure.
In the process,

we will require proof of funds in case of remittances beyond certain threshold amounts;

Details of such due diligence documents will include, but not limited to Bank statements, payslip,
employment contracts, Income tax certificates (P60 ) etc.;

All customers will be asked for their occupation

Enhanced due diligence will be undertaken where they work in a profession deemed high risk –
such as lawyer, accountant, estate agent or casino worker – or if they are identified as a PEP;
7.5 Other risk attributes in remittances transactions.
Criminals and terrorists can use overseas remittances to move criminal cash outside of the conventional banking
system to reduce the chances of detection.
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7.5.2 Risk factors:

Complex or unusually large transactions;

Unusual patterns of transactions which have no apparent economic or visibly lawful purpose;

A sudden increase in business from an existing customer that is not consistent with known sources
of income; Peaks of activity at particular locations or at particular times;

Large numbers of transactions slightly below the limit for verification of ID.
7.5.3 Steps to mitigate this risk are as under:

We have put in place procedures to verify unusual transactions or patterns of transactions. Each
client is limited as to how much they can send without further information being required;

Our computer system is designed to provide history of transactions for defined periods. Staff should
check the history before proceeding with transactions and should satisfy that the thresholds are
not breached. In case of any mismatch the matter to he referred to the MLRO;

Staff should also consider whether suspicious circumstances exist. If so, staff should refer to and
follow the reporting procedures in Section 11.

Staff handling transactions are required to verify history of transactions carried out by the sender
through us and in case the amount to be remitted goes on excess of the threshold amount fixed
they should verify if the source of income already hele will justify the transaction. If not new
documents to be asked for the source of income. In case of any doubt or clarifications required the
request to be referred to the nominated officer for a decision
7.6 Risk involved in remote transactions.
Non -face-to-face services provided on our website or mobile app can be exploited for money laundering or
terrorist financing purposes.
7.6.1Risk Factors:
Fraud and Money laundering
7.6.2 Steps to mitigate this risk:

Any new customer must be registered with the sender’s e-mail, password, title and full name;

All transactions must be done by bank transfer or from a customer bank card limited to a bank
account. (As of now we do not undertake any on line transactions. The forgoing will apply in the
event of we permitting such remittances
7.7 Digital transactions
Digital transactions are those which are originated directly by customers accessing our systems (through web or
mobile app). Chances of money laundering are higher in such transactions. (Fast encash does not offer this facility
as of now and the following will apply in the event of such transactions being allowed)
7.7.1 Risk Factors:
Fraud and Money Laundering
7.7.2 Steps to mitigate this risk:

Any new customer must be registered with the sender’s e-mail, password, title and full name;

All transactions must be done by bank transfer or from a customer bank card limited to a bank
account.

The company will put in place the following procedures to mitigate the risk of fraud on line
transactions:
The following information (but not limited to) will be collected for the purpose of carrying out EDD:
Customer’s email, number of cards used, and the number of attempts made daily to make the payment and the
IP of where it comes from. Identification is verified through third party services through platforms like “Au10tix”,
GBG group or other acceptable platforms to check the veracity of the document presented by the customer.
Address is verified against the bank card address and email is checked using platform “Emailage”/or other similar
Platform which detects the risk of the email has been used for fraud purposes. We will also explore the use of
Kount (all in one fraud and risk management solution that detects and prevents ecommerce and credit card fraud
for online and card-not-present merchants) wherever felt necessary
7.8. Face to face customers
Money transmission carries an inherently high risk of money laundering due to the fact that it involves the
movement of money, across borders, but seeing our customer in person allows us the best opportunity to verify
their identity and understand the purpose of the transfer.
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7.8.1 Risk Factors:

Large transactions not commensurate with the customers’ economic profile.

Fraudulent attempts to pay through stolen cards.

Destination not consistent with the known profile of the customer
7.8.2 Steps to mitigate this risk:

If the transactions value exceeds the thresholds set for customers, customers will be asked for
provide source of funds to ensure that the funds represent his/her legitimate source and the
relationship with the beneficiary and the purpose is bona fide.

Employees and agents will all be trained prior to commencing provision of services, in AML, CTF
and Data Protection policies and procedures, and will be re-trained on at least twice an year
Training records will be maintained in order to log the training activities.

For transactions paid in cash, to comply with Regulation 2015/847/EU of the Parliament and of the
Council of 20 May 2015 on information accompanying transfers of funds, we will request ID details
for any amount and the customer should present the original of the document.

We will not accept cheques for payment.
7.9 Bureau De change Transactions
(The company does not offer money changing services as of now)
Bureau de change services can be attractive to money launderers where large sums of money can be exchanged
into small denominations of a foreign currency.
7.9.1Risk Factors:
Several customers exchanging small amounts of money to avoid presenting proof of identity that may be in the
nature of Money laundering.
7.9.2 Steps to mitigate Risk:
 We will only provide Bureau de Change services through our dedicated Branches ,
 We will train all employees in AML and Data Protection obligations in relation to Bureau de Change
services, and maintain training logs of all training activities.
 Customers must be identified with photographic ID for all currency exchanges over EUR 1,000; or
equivalent in another currency.
 Customers must also provide proof of source and details of their address for all currency exchanges over
EUR 5,000; and
 For all EUR 500 notes, the customer must be identified with photographic ID and the serial number of the
note must be reported to the nominated officer. Employees must report to the nominated officer any
suspicious transactions involving EUR 500 and EUR 200 notes.
7.9.3 US Dollar Transactions
Wherever amounts are to be converted to or from USD, our risk increases as we must consider US regulations.
Risk factors: all transactions in US Dollars.
7.9.4. Steps we will take to mitigate this risk:
All transactions are automatically screened against the Office of Foreign Asset Control (“OFAC”) database.
7.10 Agents driven Risks
(Fast encash does not have any agent as of now. The following details will apply in the event of any agent being
engaged)
We do not engage agent for customer contact, as there is a risk of regulatory non-compliance that could be
exploited by criminals or terrorists.
7.10.1 Risk Factors:
Where inadequate communication exists between Fastencsh and its agents and Agents abusing rules applicable
for the conduct of business
7.10.2 Steps to mitigate the risk:

During agent on-boarding processes, we conduct due diligence in order to assess whether an agent
will satisfy the fit and proper test as set out in regulation 58 of the MLR 2017, and will assign a risk
rating to each agent, which will be updated on an annual basis based on the activity of the agent;

We will ensure that all directors of our agents, and shareholders that hold more than 10% of the
shares of our agents, undergo a “fit and proper persons” scrutiny. If the primary contact person for
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the agent is not a director or shareholder of the agent, then that contact person will also undergo “fit
and proper scrutiny” as well;
We will ensure that our agents and their employees are trained in AML and Data Protection
procedures, including how to recognise high risk and suspicious activity and how to make reports to
the nominated officer, and that this training is refreshed at least every two years, or more frequently
for high risk agents. Training records will be maintained in order to log the training activities;
We will monitor our agents’ compliance with ID verification and internal reporting procedures. This
monitoring will be conducted by our nominated officer or their deputies, on a risk assessment basis.
We will monitor agents’ transactions daily, and will review them monthly. The transactions will be
checked for clusters, duplications, look-a-likes, multiple senders/beneficiaries, multiple payers,
transaction details and transaction distribution. The findings are recorded in writing with
recommendations; and follow up actions.
We will ensure that our agents have the right to work in the UK and will ask agents to certify that
they are meeting their obligations to check their own employees.
We will visit agents classified as high risk by our internal risk assessment at least once per year. Our
risk assessment takes into account the following parameters: number of transactions per month,
Average value, pay out country risk and customer risk. Customer risk is based on the profession,
country of birth and nationality of the customer.
We will adopt a risk based Agent Oversight Programme prioritising high risk agents, periodical visits
in the same geographic area as high risk agents, to ensure that low risk agents are also visited and
audited on a periodic basis.
Agent visits check that the relevant data on the agent remains current, that the correct trained users
are operating the system, and that the agent is familiar with and compliant with the company’s
policies and procedures. Visit reports are sent to the nominated officer who will take further actions
as applicable.
All agents must be approved by the FCA before starting business with us, and also must be
registered with HM Revenue and Customs.

7.11 Third party due diligence;
The company in its process of operations will be engaging third party agents for verification of customer identity
and related issues. Such actions shall be made in compliance of the provisions of the MLR regulations with
approved agencies with appropriate due diligence
7.12. Geography related risks
Explanation: the countries in which Fastencasah does business may give rise to a high risk of money laundering
because of a generally higher crime rate or likelihood of money laundering or terrorist financing.
7.12.1 Risk Factors:

Where the source or destination of funds is an area of high levels of drugs crime, terrorist activity,
etc.; and

Where there is a lack of knowledge of the source or destination of the funds.
7.12.2 Steps we will take to mitigate this risk:

We always keep up to date with news on money laundering or terrorist financing cases via the NCA,
Financial Action Task Force, Association of UK Payment Institutions, Corruption Index, HM
Treasury’s high risk situations to the regulated sector, our own legal advisor or general press reports;

All transactions will be screened against HM Treasury’s sanctions list;

We subscribe to alerts from HM Treasury’s Asset Freezing Unit;

We screen all US Dollar payments against the OFAC SDN List; and

In certain cases, we may refuse a transaction based on the particular destination or the results of
enhanced due diligence.

We will not remit money to any FATF non-compliant geographies. Detailed information on such
countries are available in the link; https://www.fatf-gafi.org/home/ (High risk and other monitored
jurisdictions) to understand the country risk profiles we may also refer to www.knowyourcountry.com
if deemed necessary.
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7.13. Screening of Transactions
The company’s transaction data based risk monitoring is centralized. The department monitors an updates in the
system, all required sanctions list including, but not limited to, OFAC, HM Treasury consolidated list of persons
designated as being subject to financial restrictions, United Nations, European Union and United Kingdom under
legislation relating to current financial restrictions regimes. The arrangement will help to draw together in one
place all the names of designated persons from the various financial restrictions regimes effective in the UK. The
system inter alia also has information in respect of those persons, agents, entities, countries with whom the
general prohibition to deal and transaction are subjected to screening against this as it happens.
Staff at the till will not be able to proceed once any pop up appears on the screen for having found the details in
the list. In case of any positive hits the staff concerned should escalate it to the MLRO for further guidance
In certain cases, we may refuse a transaction based on the particular destination or the results of enhanced due
diligence.
8. CUSTOMER DUE DILIGENCE (CDD) PROCEDURES AND DOCUMENTATION
Customer due diligence is an important element of AML process. Towards this end the company shall have
appropriate procedures to:

Identify the customer and their identity, by reference to standard KYC documents such as Passport
and or Driving license

Identify, where applicable, all the ‘beneficial owner’ involved in the business or transaction (where
someone is acting on behalf of another person, or to establish the ownership of corporate bodies or
other entities);

And take adequate and risk-based measures to verify their identity, and for business relationships,
to obtain information on the purpose and intended nature of the business relationship (e.g. on the
source of funds and purpose of transactions etc.).
8.1These procedures shall be applied;

At the time of establishing a relationship (On boarding) for regular customers

All documentary evidence for proof of address if asked for must be dated within the past 3 months.
In case of ID documents the date of expiry must be noted on the system. Employees will be prompted
by the system when any ID is due to expire and will need to request a new ID document from the
customer before the transaction may continue or the account may operate

At the time of carrying out an occasional transaction ( as described in the annexure)

In case of a suspicion by any member if the employee at the time of transaction of money laundering
or terrorist financing at the time of transaction

And when there are doubts about previously obtained customer identification information and ;

At appropriate times to existing customers on a risk-sensitive basis. Details giving specific
procedures prescribed are given in the annexure attached

Proof of address:

Bank statements, issued by a regulated financial sector firm in the UK, EU or JMLSG equivalent
jurisdiction from within the last 3 months;

A utility bill or statement of account (i.e. not correspondence) from the last 3 months – includes gas,
water, electricity, telephone but not mobile phone;

Valid photo card driving licence (full or provisional); ( Not acceptable if the same is taken as the
photo ID)

Evidence of entitlement to a state or a local authority funded benefit (including housing benefit and
council tax benefit), tax credit, pension, educational or other grant;

Documents issued by HMRC such as PAYE coding notices and statements of an account.

A solicitor’s letter confirming a recent house purchase.
All photo ID documents will be verified from the original. No photocopies will be accepted
(As per European Council Regulation EC 1781/2006 in case the amount of transfer exceeds Euro 1000 ID is
compulsory. However notwithstanding this it is Fastencash’s policy to take ID in respect of all transactions of
money transfer irrespective of the amount)
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If, however, the customer or transaction is assessed as presenting a higher money laundering or terrorist financing
risk, then we will require further identity information and will increase the level of verification accordingly.
Where the result of a standard verification check gives rise to concern or uncertainty over identity, the number of
matches that will be required for FNC to be reasonably satisfied as to the individual’s identity will increase. Staff
must notify any concerns to the MLRO.
Staff may also need to follow this guidance when identifying and verifying the identity of ultimate beneficial owners
and any other relevant individuals associated with the relationship or transaction. Staff must notify the MLRO any
issues relating to beneficial owners.
All documentary evidence must be dated within the past 3 months and the date of expiry must be noted on the
system. Staff will be prompted by the system when any ID is due to expire and will need to request a new ID
document from the customer before the transaction may continue or the account may operate.
In terms of beneficial ownership, we will ask every customer whether they are acting in their own capacity or on
behalf of another person. If they are acting for another person, we will require details on the ultimate beneficial
owner
8.2 Review of CDD practices
The extend of customer due diligence as set out here shall be reviewed and can be modified by the management
depending on the risk sensitivity of the customer, the characteristics of the product the pattern observed during
any monitoring etc. in terms of the risk based approach. Such actions will be supported by adequate internal
documentation.
8.3 Non-compliance with customer due diligence measures
In case of inability to complete the required due diligence due to absence of appropriate documents and or due
to non-cooperation the company will have the right:

not to take up transaction for existing customers,

Not to establish any relationship in case of new applications

Terminate the existing relationship

If found appropriate by the Nodal office to consider making a report to the National crime agency
(NCA)
8.4 Customer on-boarding – Documentations - Valid forms for IDs

Valid passport;

Valid EU Full Driving License full or provisional ;

National identity card (non-UK nationals issued by EEA member states or Switzerland);

EU Residency Card

Emergency Temporary Passport
8.5 Address Proof

Council tax demand letter or statement from within the last 3 months;

Bank statements, credit/debit card statements issued by a regulated financial sector firm in the UK,
EU or JMLSG equivalent jurisdiction dated not earlier than 3 Months, utility bill or statement of
account from the last 3 months – includes gas, water, electricity, telephone but not mobile phone;

A current UK full driving licence old version (i.e. not provisional);

Evidence of entitlement to a state or a local authority funded benefit (including housing benefit and
council tax benefit), tax credit, pension, educational or another grant;

Documents issued by HMRC such as PAYE coding notices and statements of an account

A firearms certificate or shotgun licence; or

A solicitor’s letter confirming a recent house purchase.

Documents issued by a government department, incorporating the person’s name and residential
address or their date of birth etc.
8.6 Examination of documents

When accepting a customer’s evidence of identity, it is important that we make sufficient checks on
the evidence to satisfy us of the customer’s identity and that we keep a record of the checks made.
CHECKS TO BE UNDERTAKEN

Visual likeness against the customer;
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Does the date of birth on the evidence match the apparent age of the customer?
Is the ID valid?
Is the spelling of names the same as other documents provided by the customer?

8.7 Checks on address proof evidence include:



Do the addresses match the address given on the photographic ID?
Does the name of the customer match with the name on the photographic ID? Electronic
verification
As an additional measure to establish genuineness of documents, we may also screen customers against
electronic verification, service provided by companies like GP Group, Call Credit and Credit safe.






Electronic verification should meet a standard level of confirmation before it can be relied upon. In
circumstances that do not give rise to suspicion or significant risk of impersonation fraud, the
standard level of confirmation is:
One match on an individual’s full name and current address; and
A second match on the full name and either his current address or his date of birth.
Where the customer is not physically present for identification purposes, we must obtain further
evidence of identity. This means that we will either ask for further forms of evidence or we will perform
further checks on the evidence supplied.

8.8 Linked Transactions
Linked transaction may be a series of transactions by a legitimate customer, or they may be a transaction that
appears to be independent, but are in fact split to avoid anti-money laundering controls by splitting transactions
into several smaller amounts, below the level fastecnash‘s requests proof of Identification or proof of funds.
Our system is able to provide linked (aggregate) transactions which are identified by:

Similar or same names / surnames;

Matching ID number;

Similar or same telephone numbers ;

Similar or same beneficiaries.
In the event of Agents are involved we will analyse on a post-transaction basis the pattern of activity from agents
so as to identify situations where the transactions seem to have been placed very close together in time, in a
Suspicious manner. This may be an indication of agents placing multiple small amounts so as to avoid
requirements for further documentation. Agents or customers under suspicion of placing linked transactions in this
way will be included in our internal watch list and agent relationships may be terminated, and the agent reported
to the NCA, if we believe the agent is complicit in the activity)
8.9 Non face-to-face customers
Non face-to-face customers present an increased risk of money laundering in addition to other risks such as fraud.
We must take account of this in framing our internal policies and procedures. We will apply enhanced due diligence
measures on a risk-sensitive basis whenever we don’t physically meet our customers, as required by the MLRs
2017.
These additional checks may include:

Requiring additional documents, data or information to verify the customer’s identity

Applying supplementary measures to verify the documents supplied;

Requiring the first transaction to be carried out through an account in the customer’s name with a
Enhance Due diligence will be carried out in case of entering into customer relationships with PEPs.
8.10 Definition of PEP: PEPs are natural persons who are or have been entrusted with prominent public
functions, their immediate family members, and persons known to be close to such persons. A full examination of
the legal definition is as per Annexure attached
8.11 Corporate Customers (Leal Entities)
We will obtain full name and registered number as standard for all corporate customers. We will also verify their
identity from:
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Either a search of the relevant company register;
Confirmation of the company’s listing on a regulated market (as defined by the FCA); or
A copy of the company’s certificate of incorporation.
This standard evidence is likely to be sufficient to verify the identity of most corporate customers. If,
however, any of the circumstances outlined in our risk matrix exist then we require further information
to be provided so that we can satisfy ourselves as to the customer’s identity. This includes, where
appropriate, the nature and purpose of the customer’s business activities and the source of funds.

In general, the structure, ownership, purposes and activities of many private companies will be clear
and understandable.

We should obtain and verify the standard evidence on corporate customers as well as:

Names of all directors (or equivalent); and

Names of all beneficial owners/shareholders irrespective of the level of shareholding (ownership).

Other entities
Further guidance on verifying the identity of a range of non-personal entities is available in the Joint Money
Laundering Steering Group (“JMLSG”) guidance for FCA regulated firms. If any of these other entities wish to use
our services, please refer this to the MLRO
8.12 Charities
We will not register any charities for money transfer activity
9. ENHANCED DUE DILIGENCE (EDD) & ONGOING MONITORING
Enhanced due diligence will be exercised in the following circumstances;

Transactions not in alignment with the disclosed profile of the customer

Unrelated geography of destination of remittances

Transactions sought by politically exposed persons (PEP)

In any other situation, which by its nature presents a higher risk of money laundering.
In respect of all EDD instances measures will be put in place including obtaining additional documents, data or
information to establish the customer’s identity, applying supplementary measures to verify or certify the
documents supplied or requiring certification by a credit or financial institution and ensuring that the first payment
of the operations is carried out through an account opened in the customer’s name with a credit institution.
In respect of politically exposed persons (PEPs) and their immediate family members appropriate EDD will also
be exercised as prescribed in the MLR regulations. Details are given in the procedure guide annexed
EDD in respect of PEPs shall be:

Having appropriate risk-sensitive procedures, known to all Staff and agents, to determine whether
the customer or the ultimate beneficial owner is a PEP residing in a foreign country. Such procedures
involve assessing the information provided by the customer, publicly available information, or
information contained on commercial databases relating to PEPs;

Obtaining prior approval from the Compliance Officer before entering into business relationships with
PEPs or executing an occasional transaction for a PEP;

Taking adequate measures to establish the source of wealth and source of funds that are involved
in the business relationship or transaction. Staff should also, on a risk-sensitive basis, verify the
source of funds and require documentary evidence; and

Conducting enhanced ongoing monitoring of the business relationship.

The requirement to identify close associates of prominent public functionaries as PEPs only applies
to the extent that the relationship is publicly known or that we have reasons to believe that such a
relationship exists. Thus it does not presuppose active research on our part.

PEPs do not normally include public functionaries at regional or local levels of government. However,
where their political exposure is comparable to that of similar positions at national level, FNC will
assess, on a risk-sensitive basis, whether those persons should be considered PEPs.

FNC, it’s Staff and, in particular, the Compliance Officer must closely monitor all ongoing business
relationships with PEPs.

Employees attending customers in general and MLRO in particular must closely monitor all ongoing
business relationships with PEPs.

All PEP related transactions should be screened from third part service providers
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9.1 ONGOING MONITORING
In support of information gathered at the registration process and the ongoing updates of customer information,
ongoing monitoring of customer activity will be undertaken at the time of each transaction.
Ongoing monitoring will involve scrutiny of each transactions undertaken throughout the course of the customer
relationship to ensure that the transactions are consistent with Fastencash’s knowledge of the customer and their
risk and economic profile.
We apply thresholds to request proof of source of funds for cumulative remittances over specified periods of time,
based on our risk assessment (taking into account factors such as risk grade of customer, destination country,
type of customer, channel used, payment method, amount sent etc.)
This on-going monitoring is conducted, triggered by new transactions placed by customers. We will also carry out
a post transaction review of the details at periodical intervals to ensure that the remittances are made
commensurate with the economic profile. In case of any further documentation required the department will
organise for the same before undertaking any future activity. Excess over threshold amounts are permitted subject
to scrutiny of source of funds and completion of transaction risk assessment form by the handling staff. (Annexure.
8A)
9.2. Enhanced ongoing Monitoring
Fast encash shall have enhanced ongoing monitoring procedures for customers that are PEPs and that present
a high risk of money laundering, even after EDD is performed. .
Enhanced ongoing monitoring can take various forms, for example more frequent updates of CDD – including
public information searches adding customer in our internal watch list for constant monitoring etc.
10. TRANSACTION THRESHOLD LIMITS
MLRO will fix limits for transactions for the purpose of monitoring that the customers are sending amounts within
their legitimate means as part of transaction monitoring. All transactions will be taken up subject to verifying the
aggregate total amount send by the customer through our channel over a specified period of time ranging from
90 days to a maximum of one year. The limits set are given in the annexure 8. This limits are subject to change
with by the MLRO. Further MLRO also may fix customer wise limits applicable for a maximum period of one year
for regular customers based on their Risk grade assessed and financial profile .such limits will be recorded in the
customer records and will be verified each time to ensure that the remittances are sought within the limits. In case
of any request exceeding the prescribed limit the same will be referred to the MLRO for approval.
Remittance requests over the threshold amounts will be subject to scrutiny and satisfaction of valid source of
funds by referring the following documents:
Bank statement – in name of the customer and the amount sent cannot be deposited in the same day into customer
account. Bank statement will be accepted showing receipt of payments due to the customer, pay slips, copy of
P60, Self-assessment Return copy.
Loan agreement – note that with loan agreement customers shall demonstrate the amount come into their account.
The thresholds listed in the document are for reference. However, compliance department can stop any
transaction and request further documents regardless the amount. Transactions placed with amount right below
the limit set up above will be treated as unusual transactions and further action will be taken.
11. SUSPICOUS TRANSACTIONS -REPORTING
It is important that all Employees shall remain alert to the possibility of money laundering, and must report any
and every suspicion in accordance with the procedure set out in this section.

The expectation placed on Employees in responding to possible suspicions shall be appropriate to
their position in the firm. No member of Employees is expected to have a greater knowledge and
understanding of clients’ affairs than is appropriate to their role.

Any member of Employees who is suspicious that a transaction may involve money laundering or
who becomes aware in the course of their work that someone else is involved in money laundering
must make a disclosure to the nominated officer using the form at Appendix 13 .

Once completed, the member of employees completing the form should sign and date the form and
submit to the nominated officer who will provide an acknowledgment. The reason for the suspicious
and the customer name should be included in the form.

The nominated officer will then decide whether the matter should be reported to the NCA (Nacional
Crime Agency) or if further enquiries should be made. The nominated officer will record the reasons
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for their decision in a report form on the Central Database. The nominated officer must inform the
reporting member of employees of the decision and the reasons for it.
If the matter is reported to the NCA, the nominated officer will be responsible for completing the NCA
report form and discussing with the reporting member of employees how matters with the suspicious
client / transaction are to be conducted from that stage (bearing in mind that POCA 2002 prohibits
us from continuing with the prohibited act which is being reported to the NCA). The NCA report form
must be signed off by the nominated officer or their deputy (or, in both of their absence, a director).
The nominated officer should report to the NCA using SAR Online. Where the nominated officer
uses any other method, they must use the standard SARs form which must be typed.
The report must not be discussed with the customer, in accordance with the tipping off provisions of
POCA 2002. We must not proceed with a transaction to which we await consent from the NCA. The
NCA is given 7 working days (i.e. excluding weekends and bank holidays) to consider the report.
If we do not hear from the NCA then we may continue with the transaction but not inform the
customer about our report. The NCA may give consent to proceed earlier than this time limit. They
may also refuse consent, in which case they have 31 calendar days (i.e. including weekends and
bank holidays) to further consider the report. After this, they must either begin proceedings or allow
the transaction to continue.
There must be no record on the customer file or on the computer system which refers in any way to
suspicious circumstances reporting, money laundering, etc. to avoid the risk of tipping off under
POCA 2002. It is a criminal offence to inform a customer that a SAR has been submitted or to inform
them of an investigation into their affairs. All records of SARs will be kept in the central reporting file,
which is kept in the nominated officer’s office.

12. SUSPICION INDICATORS – A GUIDE
The following lists are provided to staff as an aid to whether a particular transaction may be suspicious. This list
is not exhaustive and staff should consider all the circumstances of a particular transaction before deciding
whether to report any issues to the MLRO.

Checking identity is proving difficult;

The customer is reluctant to give details of their identity;

There is no genuine reason for the customer to use a PI;

A cash transaction is unusually large;

The cash is in used notes and/or small denominations;

The customer requests currency in large denomination notes;

The customer will not disclose the source of cash;

The explanation for the business and/or the amounts involved is not credible;

8.20 A series of transactions are structured just below the regulatory threshold for due diligence
identity checks;

The customer has made an unusual request for collection or delivery;

Transactions having no apparent purpose or which make no obvious financial sense, or seem to
involve unnecessary complexity; or

The unnecessary routing of funds through third parties.

Regular and established customers

The transaction is different from the normal business of the customer;

The size or frequency of the transaction is not consistent with the normal activities of the customer;

The pattern of transactions has changed since the business relationship was established;

Money transfers to high-risk jurisdictions without reasonable explanation, which are not consistent
with the customer’s usual foreign business dealings; or

Sudden increases in the frequency/value of transactions of a particular customer without reasonable
explanation.

Examples where customer ID issues have potential to indicate suspicious activity

The customer refuses or appears reluctant to provide information requested;

There appear to be inconsistencies in the information provided by the customer;

The customer’s area of residence is inconsistent with other profile details such as employment;

An address appears vague or unusual;
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The supporting documentation does not add validity to the other information provided by the
customer; or
The customer is in a hurry to rush a transaction through, with the promise to provide information
later.
Examples of activity that might suggest to staff that there could be potential terrorist activity
The customer is unable to satisfactorily explain the source of income;
Frequent address changes; or
Media reports on suspected or arrested terrorists or groups.

13. RECORD KEEPING

It is our policy to keep records relating to its AML functions, and to ensure that these records are
kept as required for legal and regulatory purposes. These records will include but are not limited to
the following.

CDD

We will store for 5 years all copies of / references to the evidence of customers’ ID obtained under
our CDD requirements in the customer’s file (or other appropriate place).

We will store for 5 years details of instances where information requested has not been forthcoming
or explanations provided have not been satisfactory.

We will store for 5 years the supporting evidence and records in respect of the business relationships
and occasional transactions which are the subject of CDD or ongoing monitoring.

We will scan and link all such documentation to the customer’s unique reference number.

Transaction records

We will store for 5 years records of all transactions from the conclusion of the transaction or from
the end of the relationship with the customer.

Internal and external SARs

We will keep all internal reports for 5 years on the SAR file. We will not keep any internal reports on
customer files. We will not destroy and internal reports without the prior approval of the MLRO that
they are no longer needed as part of an enquiry.

We will maintain a permanent record of all external SARs, including correspondence with the NCA
or HM Revenue and Customs.

Training records

We will store records of all AML training undertaken by Staff, including the date it was given and the
results of any testing, for 5 years following the end of that Staff member’s employment with FNC.
14. AWARENESS OF STAFF AND TRAINING
The company acknowledges that the most effective tool at the front end to prevent money laundering and terrorist
financing activities lies with the lies with the front line staff who comes in contact with the customers regularly
Through experience and through intuition the employees will be to make a significant and valuable contribution in
administering the anti-money laundering programs of the company. Toward this end the management will be
constantly endeavouring to update staff through training programs and enable them to be the vigilant.
14.1Training
Anti-money laundering regulations pose a definite risk to the staff in terms of personal accountability including
criminal punishment if found guilty. The company therefore recognizes the need for training all staff for AML rules
and procedures on a regular basis. Such training shall cover all aspects of the AML practices, AML best practices
and case studies. Geography specific information will also be provided during the training. As major money
transfer destinations are geographies in the emerging market and are known for being sot targets for money
laundering and terrorist activities. All staff will be given basic training at induction on AML with follow up internal
training briefing sessions once in every quarter. Besides endeavour also will be made to depute staff to attend
external training arranged by Bankers/HMRC etc.
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ANNEXURES
ANNEXURE1
WHAT IS MONEY LAUNDERING?
Money laundering is the process by which the proceeds of crime (and the true ownership of those proceeds) are
changed so that they appear to come from a legitimate source.
Money laundering can arise from small profits and savings from relatively minor crimes (such as regulatory
breaches, minor tax evasion or benefit fraud) to much greater schemes. A deliberate attempt to obscure the
ownership of illegitimate funds is not necessary.
There are three phases to money laundering:
Placement: cash generated from crime is placed in the financial system. This is the point when the proceeds of
crime are most apparent and at risk of detection.
Layering: once the proceeds of crime are in the financial system, layering obscures their origins by passing the
money through complex transactions. These often involve different entities (like companies and trusts) and can
take place in multiple jurisdictions.
Integration: once the origin of the funds has been obscured, the criminal is able to make the funds reappear as
legitimate funds or assets.
ANNEXURE 2 – APPLICABLE LAWS
Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations 2017(“the
2017 Regulations”).
Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations 2017, (“the
Regulations") repeal and replace the Money Laundering Regulations 2007. These Regulations are prescribed for
the purposes of sections 168(4) (b) (appointment of persons to carry out investigations in particular cases) and
402 (1) (b) power of the FCA to institute proceedings for certain other offences) of the Financial Service and
Markets Act 2000.
These regulations come into force on 26th June 2017.
Part 2, Money Laundering and Terrorism, parts 1 to 4, 6 and Parts 8 to 11 apply to the persons (“relevant persons”)
acting in the course of business carried on by them in the United Kingdom.
(a) Reg27: Comply with the requirements of regulations (identification procedures, customer due diligence), Reg.
33 (enhance due diligence), (Reg 39 (record keeping procedures) and (Reg 19 to 24 (Policies, controls and
procedures, Internal controls, training with reporting procedures) ;
(b) Establish such other procedures of internal control and communications as may be appropriate for the
purposes of forestalling and preventing money laundering; and
(c) Take appropriate measures so that employees are—
(i) Made aware of the provisions of these Regulations and of section 340(11) of POCA; and
(ii) Given training in how to recognise and deal with transactions which may be related to money laundering.
The overall responsibility for implementing internal control procedures is with the Senior Manager and Compliance
Director, who is assisted by the Nominated Officer
Training is provided to all new employees and to all relevant employees and agents when there is a change in the
legislation.
Proceeds of Crime Act 2002 (“POCA 2002”)
POCA 2002 (as amended) establishes a number of money laundering offences, including:
Principal money laundering offences;
 Offences of failing to report suspected money laundering;
 Offences of tipping off about a money laundering disclosure;
 Tipping off about a money laundering investigation; and
 Prejudicing money laundering investigations.
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POCA 2002 applies to all Employees. Fastencash is in the regulated sector and so all offences outlined above
apply to you.
The principal money laundering offences under POCA are:
 Section 327: it is an offence to conceal, disguise, convert, transfer or remove from the UK criminal
property.1
 Section 328: it is an offence to become concerned in an arrangement which a person knows or suspects
that facilitates the acquisition, retention, use or control of criminal property.
 Section 329: it is an offence to acquire, use or have possession of criminal property.
These offences are punishable upon conviction by imprisonment for up to 14 years.
The defences available in relation to the principal offences are:
 You did not know or suspect that the money or property in question was ‘criminal property’. Deliberately
shutting your eyes to an obviously suspect situation will not constitute a defence.
 You made an authorised disclosure, i.e. a disclosure to a constable (the police), customs officer or a
nominated officer (using our internal reporting procedures as set out at Section 8) in the form prescribed
in the MLRs 2017.2
 In relation to Section 329, that you received the goods or services for “adequate consideration” – i.e. the
charged party paid the proper amount for the criminal property. Note that this defence is not available if
the charged party knows or suspects that such payment may help another to carry out criminal conduct.
 Section 335 lays down time limits relating to the delay between the authorised disclosure being made and
the appropriate consent being given or presumed:
 If the person making the disclosure either receives appropriate consent or hears nothing within 7 working
days, the transaction can proceed and the disclosure defence will be available. This is known as the
“notice period”;
 If consent is refused within the notice period, the transaction cannot proceed unless consent has been
given before the “moratorium period” expires. The moratorium period starts when the appropriate consent
is refused and lasts for 31 days.
 Section 330 sets out the offence of failing to disclose for persons in the regulated sector. This section
places a duty on all Employees to make reports where:
 they know or suspect that another person is engaged in money laundering; or
 Criminal property is property which: (i) is or represents a person’s benefit from criminal conduct, and (ii)
the alleged offender knows or suspects that it constitutes such a benefit.
 Criminal conduct is conduct which: (i) is an offence in any part of the UK, or (ii) is an offence in the
jurisdiction where the conduct took place, or (iii) where the conduct took place outside the jurisdiction, but
would have been an offence if it had occurred in the UK, attracted a maximum penalty of over 12 months’
imprisonment.
 An authorised disclosure can be made either before or after a prohibited act occurs, i.e. before the
completion of any transaction which amounts to a money laundering offence. External disclosures by the
nominated officer are made to the NCA.
Pre-transaction disclosures are where a suspicion arises before a prohibited act occurs. In such cases it will be
necessary to receive the appropriate consent before completing any transaction which would amount to a
prohibited act. If the prohibited act takes place without this consent, then the disclosure defence will not apply.
Appropriate consent must be given by the person who received the authorised disclosure – in this case the
nominated officer. However, the nominated officer cannot give consent until a report has been made to the NCA
and the NCA has given actual or presumed consent. It is an offence for the nominated officer to give consent
when they should not have done.
Post-transaction disclosure is a disclosure which is made after the prohibited act has occurred. In this case,
appropriate consent will not be required but the disclosure defence will only apply if a person had a reasonable
excuse not to report beforehand
 you have reasonable grounds for knowing or suspecting that a person is engaged in money laundering;
and
 can identify the money launderer or the whereabouts of the laundered property; or
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They believe that the information they have may assist in identifying the other person or the whereabouts
of any of the laundered property.
The disclosure must be made as soon as is practicable and must have been made in the course of
business. The disclosure must be made to the nominated officer or the NCA.
This offence is punishable upon conviction by imprisonment for up to 5 years.
The defences available in relation to this offence are:
the charged party has a reasonable excuse for not disclosing the information or other matter; or




he does not know or suspect that another person is engaged in money laundering; or
He has not been provided by his employer with such training as is specified by the Secretary of State.



Section 333A (1) makes it is an offence for a person to make a disclosure which is likely to prejudice an
investigation, when that person knows or suspects that an authorised disclosure has been made.
Section 33A(3) makes it an offence to disclose that an investigation into money laundering is being contemplated
or carried out, if that disclosure is likely to prejudice that investigation. The key point is that you can commit this
offence even when you are unaware that an SAR was submitted.
The disclosure in this context means any form of communication to anyone – not just our own customer. It is a
defence if the person did not know or suspect that the disclosure was likely to prejudice an investigation.
Section 333B makes clear that it is not an offence if the employee of a firm discloses to another member of the
same firm that a SAR has been made.
Any concerns with regard to tipping off must be referred to the NOMINATED OFFICE.
Terrorism Act 2000 (“TA 2000”)
The TA 2000 (as amended) establishes several offences about engaging in or facilitating terrorism, as well as
raising or possessing funds for terrorist purposes. It establishes a list of organisations which the government
believes are involved in terrorism.
The TA 2000 applies to all persons. There is a failure to disclose offence and tipping off offences for those
operating in the regulated sector.
Money Laundering: is an offence to enter into or become concerned in an arrangement facilitating the retention
or control of terrorist property by, or on behalf of, another person. This is including but not limited to the following
methods:
By concealment;
By removal from the jurisdiction; or
By transfer to nominees.
It is a defence if you did not know, and had no reasonable cause to suspect, that the arrangement related to
terrorist property.
Section 21A – Tipping Off: it is an offence for those in the regulated sector who fail to make a disclosure to either
a constable or the firm’s nominated officer where there are reasonable grounds for suspecting that another person
has committed an offence.
Section 21D(1) – Disclosing a SAR: it is an offence to disclose to a third person that a SAR has been made by
any person to the police, HMRC, the NCA or a nominated officer if that disclosure might prejudice any investigation
that might be carried out as a result of the SAR.
Section 21D(3) – Disclosing an Investigation: it is an offence to disclose that an investigation into allegations
relating to terrorist property offences is being contemplated or carried out if that disclosure is likely to prejudice
that investigation.
Section 21E – Disclosures within an Undertaking or Group, etc.: it is not an offence if an employee of a firm
discloses that a SAR has been made if it is to an employee of the same business.
Regulation 2015/847/EU of the European Parliament and of the Council of 20 May 2015 on information
accompanying transfers of funds
Payment Institutions must comply with Regulation (EU) 2015/847 on the information on the payer and payee
accompanying of funds.
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The purpose of this is to enable law enforcement to detect and trace of criminals or terrorists. We will also identify
and verify customers Identification for transfers that exceed Euro 1.000 if paid through a bank transfer, but if the
funds have been paid in cash or anonymous, we will identify the sender for any amount
From the payee we should get full name, payment account or unique transaction identifier if he doesn’t have bank
account.
Payment Services Regulations 2017
The second EU Payment Services Directive (PSD2) come into force in the UK on 13 January 2018. The Payment
Services Regulations 2017 (PSRs 2017) had replaced the Payment Services Regulations 2009. The aim of this
regime is to foster a single market in retail payment services across the EEA by removing barriers to entry and
ensuring fair market access to enhance competition in payment services. It seeks to establish the same set of
rules across the EEA on information requirements and other rights and obligations that will be applicable to many
payment services transactions in the EEA.
Bribery Act 2010 (“BA 2010”)
The BA 2010 came into force on 1 July 2011. It amends and reforms the UK criminal law, providing a modern
legal framework to combat bribery in the UK and internationally.
The BA 2010 creates the following offences:
Active bribery: promising or giving financial or other advantage;
Passive bribery: agreeing to receive or accepting a financial or other advantage;
Bribery of foreign public officials; and
The failure of commercial organisations to prevent bribery by an associated person.
Persons found guilty of offences under the BA 2000 can be sentenced to imprisonment for up to 10 years.
DATA PROTECTION REQUIREMENTS IN RELATION TO AML
Under Data Protection Act 1988 and 2003 when implementing the requirements under the Act, in particular,
consideration should be given to the eight principles of data protection legislation in relation to the following:
 Obtaining and processing documentation and information applying to CDD obligations, including
enhanced due diligence measures where required;
 The measures or sources used to verify customer data and where consent obligations may apply;
 The retention of documentation and information required under the Act in relation to customer and
transactional information;
 Training obligations; and
 Agreements and contracts put in place with third parties acting for and on your behalf.
The data protection officer Harshan Kollara

ANNEXURE 3
SANCTIONS AND HM TREASURY’S ASSET FREEZING UNIT (“AFU”)
Sanctions are prohibitions and restrictions put in place against target countries, legal persons and individuals in
order to meet political ends.
International sanctions list are lists with actions taken by countries against others for political reasons, either
unilaterally or multilaterally.
HM Treasury maintains a list of sanctioned individuals and countries with whom any financial dealing is
restricted. It is a criminal offence to make payments or allow payments to be made to these targets. Sanctions
are incorporated into UK law by EU Regulations or statutory instruments.
In general terms, it is an offence for anyone to whom a relevant statutory instrument applies and who (except
where licensed by HM Treasury under the relevant Statutory Instrument) to make any funds, economic
resources or (in some circumstances) financial or related services available directly or indirectly to or for the
benefit of persons listed under the relevant statutory instrument or EU Regulation.
The nominated officer and her compliance team undertakes regular client screening against the relevant
databases, including whenever an update is issued by the AFU. As noted above, any client is automatically
screened using the ‘Bridger Insight’ platform. Lists included in the ‘Bridger Insight’ screening are:
World compliance PEP full list EU Consolidated List
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Non-Proliferation Sanctions

HM Treasury Sanctions

OFAC Sanctions
OFAC Non-SDN Entities
UK HM Treasury List
UN Consolidated List
If a similar matching result is found against one of these lists, we will apply EDD and add the customer to our
internal watch list in order to carry out ongoing monitoring.
If an exact matching result is found against one of these lists, we will make a disclosure to the relevant authority
and block the customer in our operational system until consent is given to proceed or refuse. As well, we may
cease the business relationship with the customer allowing a 30 day notice to comply with our terms and
conditions.
Fast Encash subscribes to HM Treasury’s e-mail alerts system, in accordance with the “The 2017 Regulations”.
We report all news alerts and updates received from HM Treasury in our annual AML Report
ANNEXURE4
POLITICALLY EXPOSED PERSONS (“PEPS”)
Politically exposed person are persons that are entrusted with prominent public functions held in the UK or abroad.
The definition includes family members, and known close associates. Close associates are persons who have:
Joint legal ownership, with a politically exposed person, of a legal entity or arrangement with any other close
business relationship with a politically exposed person.
Any other close business relationship with a politically exposed person
Sole beneficial ownership of a legal entity or arrangement set up for the benefit of a politically exposed person.
PEPs are defined at Part 3 of Reg 35 of the MLRs 2017 as:
 individuals who are or have been entrusted with prominent public functions including(a) heads of state, heads of government, ministers and deputy or assistant ministers;
(b) members of parliaments or of similar legislative bodies;
(c) members of the governing bodies of political parties;
(d) members of supreme courts, of constitutional courts or of other high-level judicial bodies whose decisions are
not generally subject to further appeal, other than in exceptional circumstances;
(e) members of courts of auditors or of the boards of central banks;
(f) ambassadors, chargés d’affaires and high-ranking officers in the armed forces; and
(g) members of the administrative, management or supervisory bodies of state- owned enterprises;
(h) directors, deputy directors and members of the board or equivalent function of an international organisation;
(c) Immediate family members include the following—
(i) a spouse;
(ii) a partner;
(iii) children and their spouses or partners; and
(iv) parents;
(d) persons known to be close associates include the following—
(i) any individual who is known to have a joint beneficial ownership of a legal entity or legal arrangement, or any
other close business relations, with a PEP; and
(ii) any individual who has sole beneficial ownership of a legal entity or legal arrangement which is known to
have been set up for the benefit of a PEP.”
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ANNEXURE 5
Customer Due diligence procedures
The following procedures will be applicable to all employees, staff at branches and HO and also for Agents
appointed for the purpose of business.
1. Customer due diligence (CDD)
Private Individuals – Standard due diligence requirement
S
no

Purpose

Minimum evidence/documents required for due
diligence

1

Remittances request up to and inclusive of
GBP 1000 ( in respect of one of cases)
Remittances of money of amounts
exceeding GBP 1000 expected to be
regular going forward

Completion of preregistration form as per format attached.
Valid photo ID as prescribed in section:
Completion of preregistration form as per format attached
Valid photo ID as prescribed in this document
Valid proof of address as prescribed in section:

2

3

4

5

Money changing ( Bureau de change) Not Valid Photo ID for Amounts above Euro 1000.
undertaken as of now
( For amounts over GBP5000 in one or more transactions
during a period of 90 days immediately preceding valid
source of funds)
Foreign exchange involving booking of
Requirement as specified against 2 above
foreign exchange for purposes including
(Holiday, property purchases, emigration
etc)
Occasional transaction (defined as a
Requirement as specified against item 2 above and item 6
transaction (carried out other than as part of
as applicable.
an ongoing business relationship) amounting
to £3000 or more, whether the transaction is
carried out in a single or several operations
which appear to be linked within a period of
90 days immediately preceding)

6

Remittances of amounts over GBP 3000 in
one more transactions over a period of 3
Months immediately preceding by Regular
customers

Valid proof for source of funds such as Bank statement
showing receipt of salary, dividends, loan disbursements,
insurance claim and any relevant legitimate receipts by the
remitter, or P60 or pay slips to confirm income commensurate
with the amount being remitted/ Transaction assessment form
(TRA) to be completed and filed

7

Remittances of amounts more than 6250 in
one or more transactions in during last 12
Months

Valid proof for source of income such as Bank statement
showing receipt of salary, dividends, loan disbursements,
insurance claim and any relevant legitimate receipts by the
remitter, or P60 or pay slips to confirm income commensurate
with the amount being remitted Transaction assessment form
(TA) to be completed and filed

1.2 Private Individuals – Enhanced due diligence EDD) Requirements
1

Any transaction on behalf of a Politically
exposed person and their immediate family
members ( as defined in MLR regulations
14.5 0)

Based on the information available if the remitter belongs to any
of the category defined any transaction will be carried out with
prior approval of the Senior Management. Senior management
after appropriate EDD may allow transaction if they are satisfied
that the transaction does not in any way be of a money laundering
one. In case of any doubt the senior management will not allow
any transaction to be carried out
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2

Non face to face customers coming
though on line (Registration on line )

Registration documents as required in item 2 of 1.1 above.
Additional documents/certification may be asked for by the
MLRO (like (attested by either GP/ Post Office/or Solicitor or by
the Bank/Accountant or verification of gaminess of on line.

3

In case of any doubt or suspicion in the
minds of the employee and staff in respect
of any of the transaction mentioned above
in the normal course ( Requirement for
filing internal reporting form by the staff
handling)

Enhanced due diligence will be carried out by the MLRO. The
type of enhanced due diligence required to be done will be
customer specific, situation specific with the prime objective to
ensure that transaction should not end up in any way a money
laundering or terrorist financing one to the best of the inference
that the branch staff will have.

4

Transactions over threshold levels specified ( EDD will be administered to satisfy the source of funds and also
As mentioned under 1.1 above)
the payee details submitted. The EDD should also cover history
and frequency of such transactions by the same remitter from the
same branch, from other branches and agents.

5

Enhanced due diligence general aspects to
be noted

Enhanced due diligence can be made with reference to the
source, purpose and the relation of the customer with the payee
etc. Details of such due diligence shall be kept on record for
further reference. Transactions shall be carried out if the
staff/senior member of the staff is fully satisfied with the
information and that the transaction does not apparently be as
money laundering or terrorist financing one

1.3Customers other than private individual (corporate bodies etc. legal persons)
1

Transactions involving remittances or foreign
exchange irrespective of amount one off or
regular transaction. (On boarding will be
subject to prior permission from the MLRO

Any transaction will be undertaken after formal on boarding is
complete. On boarding will be subject to satisfactory scrutiny of
Application as per format annexed. All details to be completed
and submitted signed by authorized signatory
Copy of Bank statement not over 3 months old
Id of all beneficial owners and Certificate of
registrations(appropriate constitutive documents)

2

Subsequent /ongoing transactions

3

Any transaction on behalf of a non-individual
customers whose beneficial interest has a
Politically exposed person and their
immediate family members ( as defined in
MLR regulations)

Based on the information available if the remitter belongs to any
of the category defined any transaction will be carried out with
prior approval of the MLRO. After appropriate EDD the MLR may
allow transaction if they are satisfied that the transaction does not
in any way be of a money laundering one. In case of any doubt
the MLRO will not allow any transaction to be carried out

4

In case of any doubt or suspicion in the
minds of the employee and staff in respect
of any of the transaction mentioned above
in the normal course ( for filing Internal
SAR)

5

Transactions against cash exceeding
GBP 5000

Enhanced due diligence will be undertake by escalating the
matter to higher authority in the branch or HO. The type of
enhanced due diligence required to be done will be customer
specific, situation specific with the prime objective to ensure that
transaction should not end up in any way a money laundering or
terrorist financing one to the best of the inference that the branch
staff will have.
EDD will be administered by the Branch Head to satisfy the
source of funds and also the payee details submitted. The EDD
should also cover frequency of such transactions by the same
remitter from the same branch, from other branches and agents
and also the details if any of other remitters remitting amounts to
the same beneficiary. Transactions will be subject to submission
of additional evidences as required by the MLRO and will be

Will be subject to verification of the amount being commensurate
with the profile disclosed (with reference to history of transactions
and activity in the Bank as seen by referring to bank statement
and purpose
In case of any doubt additional evidences will be required
including copy of invoices etc.
1.3Customers other than private individual ( corporate bodies (legal persons)
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allowed after approval of MLRO.

6

Enhanced due diligence general aspects to
be noted

Enhanced due diligence can be made with reference to the
source, purpose and the relation of the customer with the payee
etc. Documents collected in the process shall be kept on record
for further reference. Transactions shall be carried out if the
staff/MLRO is fully satisfied with the information and that the
transaction does not apparently be as money laundering or
terrorist financing one

Annexure 6
Ongoing due diligence requirement – procedure.
All employees and staff are required to exercise the following as a measure of ongoing due diligence in respect of all
registered customers while carrying out transactions of remittances, money changing and also commercial foreign
exchange.
Employees and staff should note ongoing transaction monitoring is a crucial element in preventing/identifying transactions
with money laundering characteristics. Vigilant culture of the staff is very important as many of the behavioural aspects
with customers are difficult to document. A low customer risk assessed by us internally does not mean that the transactions
carried ore of low risk. Each transactions carried out has its own AML risk dimensions and to be monitored effectively.
The effectiveness of ongoing monitoring of transactions will be more dependent on the intuitive AND EXTRA VIGILANT

S no

Activity at Transaction
level

Ongoing monitoring required

1

All transactions carried out by
existing customers after on
boarding irrespective of amount

Frequency of such transactions, source of such funds, is the amount
commensurate with the economic profile of the remitter, whether he is using
any other branch/agent, relationship with the payee. In case of any doubt it
will be necessary to ask fresh set of documents to establish the credentials
In case of any doubt the matter to be referred to MLRO for a decision and
transaction can only be carried out subject to approval from the MLRO

2

All transactions carried out by
existing customers or new
customers fin case of excess
over threshold having reached (
3 Months or 12 Months)
Aspects to be considered while
carrying out repeat transactions

Requirement as stipulated against item 6 and 7 of 1.1 of Annexure 5 in
addition to the details as mentioned against item 1 and 3

3

Internal Risk profile of the customer if available
Type of remitter (professional migrant/ student migrant/ migrant workers
Purpose is genuine and is consistent with the disclosed details in file or
provided
Frequency and amount remittances carried out during the last 6months
Nationality /origin of remitter v/s origin of the beneficiary
Length of relationship
General perception about the customer in terms of AML risk

Approach of the handling staff. Some of the points that can lead to certain inferences or conclusions are given below for the
staff to follow. In case they find anything, which defies standard interpretation the details shall be notified to the Branch Head
for further action. Any such actions are to be recorded and kept for verification as evidence to the process being followed and
to improve the process based on experiences gained
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Annexure: 7
Suspicious Transactions Repotting
Procedure for reporting suspicious transactions
Employees and staff should report any suspicious transactions whenever they come across in the following
manner
Procedure at transaction level
Whenever any staff or employee suspects or has
reason to suspect that funds involved are
proceed of “unlawful activity” or “serious offence”;
and/or when the staff or employee staff suspects
or has reason to suspect that funds are linked, or
related to, or used for terrorism, terrorist acts or
by terrorist organizations or those who finance
terrorism.
The Staff will report to the Branch head who will
act as the coordinating point at branches.
The Branch head will immediately report to the
MLRO
at
HO
with
his/her
own
comments/observation of any, Such reports to be
filed in the specified Internal SAR form ( please
refer para of this document)

By MLRO
The MLRO will evaluate the details reported as to whether there are
enough leads to suspect and to report to the NCA If he is satisfied that
the matter is a fit case for reporting the matter will be reported. MLRO
will maintain records of his evaluation for future guidance before taking
a decision to or not to report any suspicious transaction reported to him
by employees.
All such reports will be kept confidential
The MLRO will ensure that proper documentation of all documents and
information provided by our clients, together with the methods used,
results of verification, and the resolution of any discrepancy in the
identifying information. Records will be maintained for up to five years
after the termination of the business relationship or transaction. The
MLRO will be responsible for ensuring that AML records are maintained
properly and that SARs are filed as required. Copies of any SAR,
together any supporting documentation filed will be maintained for six
years from the date of filing the STR. All records will be stored securely
and will be capable of being retrieved without undue delay
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Annexure 8
Risk rating template for customer risk:

FAST ENCASH
NAME
UK No
A
B

C

D
E

F

UK000000
PHOTO ID SUBMITTED
PROFSSION/EMPLOYED (WITH PROOF)
PROFESSION SELF EMPL( WITH PROOF)
NONE OF THE BOVE
RESIDENCE STATUS( EU CITIZEN/PR)
WORK PERMIT
STUDENT WITH 20 Hrs work
STUDENT WITHOUT 20 HRS
PROOF ADDRESS SUBMITTED
DESTINATION FATF MEMBER COUNTRY
NON FATF MEMBER COUNTRY
HIGH RISK COUNTRY
PURPOSE /MAINTENANCE/INVESTMENT
GIFT
SCORE RANGE MAX
LOW
WEIGHTED TOTAL SCORE
LOW RISK
MEDIUM RISK
HIGH RISK
TOTAL SCORE
WEIGHED SCORE
RISK

RISK RATING TABLE
MAX SCOREACTUAL SCORE
5
5
5
3
5
5
3
2
5
5
3
0
5
3
30
11
10
8 TO10
5 TO 8
0 TO 5
0
0.00
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ANNEXURE
8A
FAST ENCASH MONEY TRNSFER SERVCIES LTD
TRANSACTION ASSESSEMENT FORM
1
2
3
4
5
6
7
8
9
10
11
12
13

14
15
16
17
18
19
20
21
22

23

Reference number
Customer name
Risk grade internally assessed
Occupation of the Remitter
Existing /New
Amount to be remitted
Destination of Remittance
Source of Income
Approximate amount of monthly
income
Annual estimate of income
Beneficiary name and relationship
Purpose of remittance
Employer name and address

Aggregate amount of transactions
during last 90 days
Aggregate amount remitted during
last 1 year
Document Received /in file
Source documents verified for source
of income
Any annual limit given and if so
amount of limit
Mode of payment to us
Special features if any observed
Overall transaction risk
Approving authority and signature

Observation from the MLRO and
further guidance

Date
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Annexure 9.
Internal Risk Assessment of Business - indicators and Remedial steps in place
Risk factors

Procedures in place to manage and mitigate the risks, e.g. internal
control procedures additional ID documents/checks for higher risk
transactions above a specified amount source of funds enquiries in
specified or unusual circumstances transaction monitoring to identify
suspicious activity

Customer types and behaviour

Staff engaging customer are trained to observe behavioural
patterns and to alert supervisory staff of any issues observed

Customers with complex ownership
structures

Customer due diligence requires KYC documentation of all ultimate
beneficial owners who are not legal persons. On Boarding of any
corporate customers are allowed with higher approval only

Customers who are in a public position
which could create a risk of exposure to the
possibility of corruption (PEPs)

Appropriate measures are in place to identify and escalate the
matter to higher management for decision

Customers based in or conducting business
in, or through, a high risk jurisdiction, or a
jurisdiction with known higher levels of
corruption, organized crime or drug
production/ distribution

The company does not undertake any transaction with any
customers for payment to high risk jurisdiction.

Customers who are not local to business

Appropriate due diligence process is in place to assess the risk in
such cases

New customers handling large transactions

Transactions of large values are taken with EDD

Customers carrying
transactions

Appropriate processes are in place to validate whether such
transactions re genuine. In case of any doubt the matter is
escalated to senior management and MLRO

out

regular

large

A number of transactions below the amount
requiring ID checks carried out by the same
customer within a short space of time

Procedure is in place to detect such practices.

Number of customers sending amount to the
same individual

Procedures are in place to monitor such transactions

Situations where source of funds cannot be
easily verified

Measures are already in place not to undertake such transactions

Unusual patterns of transactions which have
no apparent economic or visible lawful
purpose

Measures are already in place to monitor

Uncharacteristic transactions which are not in
keeping with the customer’s known activities

Measures are in place to monitor such types of transactions
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Annexure 10
Suspicion indicators- Guidance
For the guidance of employees and staff some of the suspicion indicators are compiled for reference and
guidance. The list is given below. Please note that the details are not exhaustive but set out some of the main
indications that a transaction is suspicious.
Transaction specific indicators

Checking identity is proving difficult

The customer is reluctant to provide details of their identity

There is no genuine reason for the customer using the services of an MSB

Transaction is unusually large and commensurate with the known economic profile of the remitter

Reluctance to disclose source of funds

The customer requests currency in large denomination notes

The customer will not disclose the source of funds

The explanation for the business and/or the amounts involved are not credible

A series of transactions are structured just below the regulatory threshold for due diligence identity checks

The customer has made an unusual request for collection or delivery

Transactions having no apparent purpose or which make no obvious financial sense, or which seem to involve
unnecessary complexity

Unnecessary routing of funds through third parties.

Brand new customers carrying out large one-off transactions

Customers that is not local to the business
Customer specific suspicion indicators























Customers engaged in a business which involves significant amounts of cash
Complex business ownership structures with the potential to conceal underlying beneficiaries
A customer or group of customers making frequent transactions to the same individual/group of individuals
An individual (or an immediate relative of his) holding a public position and/or situated in a location which
carries a risk of exposure to the possibility of corruption
Customers based in, or conducting business in or through, a high risk jurisdiction, or a jurisdiction with known
higher levels of corruption, organized crime or drug production/distribution. For information on high-risk countries
go to the Financial Action Task Force website www.fatf-gafi.org
Transactions that do not make commercial sense.
There are no genuine reasons for paying large sums of money in cash
The goods purchased, and/or the payment arrangements are not consistent with normal practice for the type of
business concerned
Businesses where the level of cash activity is higher than the underlying business would justify
The customer is paying in used notes or in small denominations
The customer is buying from an unusual location in comparison to their location
The method of delivery is unusual, e.g. a request for immediate delivery, delivery to an address other than the
customer’s address, or the loading of high volume/bulky goods immediately into the customers own transport
There are large numbers of Scottish bank notes within the payment
Cash payment is only mentioned by the customer at the conclusion of the transaction
Instruction on the form of payment changes suddenly just before the transaction goes through.
In the case of refunds: The customer enquiries about the business’s refund policy
The customer seeks a refund for spurious reasons
The customer seeks the repayment in the form of cash or fresh remittance
Businesses where the level of cash activity is higher than the underlying business would justify
The customer is paying in used notes or in small denominations
The customer is buying from an unusual location in comparison to their own location
The customer is happy with a poor rate



The customer is buying currency that does not fit with what the business knows about the
customer’s destination
Regular and established customers


The transaction is different from the normal business of the customer
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The size or frequency of the transaction is not consistent with the normal activities of the customer
The e pattern of transactions has changed since the business relationship was established
Money transfers to high-risk jurisdictions without reasonable explanation, which are not consistent with
the customer’s usual foreign business dealings
Sudden increase in the frequency/value of transactions of a particular customer without
reasonable explanation.
Examples where customer identification issues have potential to indicate suspicious activity
The customer refuses or appears reluctant to provide information requested
There appears to be inconsistencies in the information provided by the customer
The customer’s area of residence is inconsistent with other profile details such as employment
An address appears vague or unusual
The supporting documentation does not add validity to the other information provided by the customer
The customer is in a hurry to rush a transaction through, with promises to provide the information later.
An unwillingness to produce evidence of ID or the production of unsatisfactory evidence of ID
Where the customer is, or appears to be, acting on behalf of another person, an unwillingness to give
the name(s) of the person(s) they represent
A willingness to bear very high or un-commercial penalties or charges
Situations where the source of funds cannot be easily verified.
Occasional or one-off transactions as opposed to business relationships
Introduced business, depending on the effectiveness of the due diligence carried out by the introducer
Non face-to-face transactions.
The customer is unable to satisfactorily explain the source of income
Frequent address changes
Media reports on suspected or arrested terrorists or groups

ANENXURE 11
Instances requiring special attention








A high volume of cash transactions creates an opportunity for placement of criminal cash, including
through ‘smurfing’
Remittance of funds to countries with high levels of organized crime or drug production/distribution
Making funds available to persons designated as subject to financial sanctions
Customers who are in a public position and/or location which carries a risk of exposure to the possibility
of corruption
Customers with complex business ownership structures with the potential to conceal underlying
beneficiaries
Non face-to-face customers increases the risk of impersonation fraud
Transmission of money from or to individuals, organizations or locations that may be linked to terrorist
activity.



A sudden increase in business from an existing customer




Uncharacteristic transactions which are not in keeping with the customer’s known activities
Peaks of activity at particular locations or at particular times



Unfamiliar or untypical types of customer or transaction.
Annexure 12
Factors that may increase the money laundering risk
Cash transactions: Cash is the mainstay of much organized criminal activity. For the criminal, it has the obvious
advantage of leaving no discernible audit trail and is their most reliable and flexible method of payment. Cash is
also a weakness for criminals. Whilst they hold cash they are more at risk of being traced to the predicate offence.
Cash seizure powers also mean they are more at risk of having the money taken away by law enforcement. The
objective of the first stage of money laundering, i.e. placement, is to move the criminal cash into the financial
system. They will therefore often seek to exchange cash in one currency for foreign currency (or vice versa). This
may involve exchanging small denominations of one currency for large denominations of another currency. This
is considered to be the most difficult and risky part of the money laundering cycle for criminals.
Speed and size of the transaction: Money launderers normally want to move funds quickly in order to avoid
detection or seizure. This is more easily done in large one-off transactions.
Split transactions: The more sophisticated money launderer will look to split a large transaction into several
smaller ones with the intention of avoiding AML related controls. Such splitting can occur within one location,
across branches or across organizations. This is known as ‘smurfing’ – when a number of people who each
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exchange small amounts of cash. The funds eventually end up back with the criminal.
The product is easily transported across jurisdictions and can easily be transferred to another person without
leaving an audit trail. This may be particularly pertinent when a product can be transported to high-risk jurisdictions.
Currency smugglers will look to move products into countries with no exchange control and lax AML/CTF
legislation.
Buy backs and refunds: Amounts of foreign currency may be presented by launderers for exchange into sterling
in cash, draft, travel cheques or other instrument. This could be either an attempt at placement or part of the
layering process.
Swaps through a third currency: Amounts of currency could be presented for exchange into a third currency; an
example would be dollars are exchanged into euro through sterling, possibly from small denominations into easily
transported large notes. This would be part of the layering process.
High value remittances
The countries in which the product operates may give rise to a higher risk of money laundering because
of
generally higher crime rate or likelihood of money laundering or terrorist financing
Factors that relate to the nature of the business arrangement, including:
The existence of an agency relationship, where the money transmission business is dependent on an agent for
customer contact. The determining factor here is how much communication exists between the money
transmission business and the agent
New customers with no previous relationship with the money transmission business, looking
to undertake larger transactions
Lack of a meaningful purpose for the transaction
Customer related factors increasing risk of ML
The customer operates within a high risk sector. Some money launderers will be proprietors of cash-based
businesses such as restaurants, pubs, casinos, taxi firms, beauty salons and amusement arcades. The aim
here is to mix ‘dirty’ money with ‘clean’ and so muddy the trail
The customer is operates a Money Service Business
The customer undertakes transactions that make no commercial sense or do not match the profile of the
customer. This also includes significant and unusual changes to a customer’s established pattern of
behaviour
The customer is not the beneficial owner of the funds and carries out transactions on behalf of third party or
parties
Geographical factors:
Transactions linked to customers connected with countries that are known to have lax AML controls
Transactions may also straddle jurisdictions, with funds moving from well-regulated countries to those with
poor regulatory regimes
Factors that may reduce the money laundering risk
 The product is funded by an instrument drawn on the client’s own account at an EU regulated (or
equivalent) financial institution. For example, debit/credit card, cheque, CHAPS payment
 Transactions are conducted for a customer on a regular basis and the client is known to the organization.

The product is designed and mainly used for low value remittances

Funding from and payment into bank accounts.

The using of accounts to keep track of customer transactions

The ability to track linked transactions and identify transaction patterns

Visibility of transactions conducted at other locations by agents of the same or a related money
transmission business

The ability to freeze transactions after they have been initiated

The countries in which the product operates are regarded as having a lower risk of crime, money
laundering or terrorist financing

Knowledge of the recipient as well as of the sender of funds
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Annexure: 13
INTERNAL SUSPICIOUS REPORTING FORM
Name of the reporting staff
Branch /location and Id No:
position
Customer details being reported
First name
Gender
Last name
Address
Registration number (if any)
Address
Telephone number
ID details and Number
Nationality
Date of Birth
Transfer destination (if available)
Beneficiary name (if available)
Nature of suspicion and reason (please give as much details as possible)

Status of transaction requested
(hold/rejected)
Signature
Date
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Annexure 14.
Fast Encash Money Transfer Services Ltd
144 High Street North, London E6 2HT
Pay out on boarding procedure for Indian payments(Applicable for firms other than Banks)
The following procedure will apply to on boarding of pay out agents in India under the MTSS scheme of Reserve
bank of India
Background: Fast Encash has been authorised under the Payment & Settlement Systems Act as an overseas
remitter by the Reserve bank of India. Accordingly Fast encash has appoint Agents in India for pay out of
remittances to Beneficiaries in cash.
Details procerus to be followed
Criteria
Conditions applicable/procedure
1
Selection of agents
Reserve bank of India has stipulated minimum conditions to be eligible
for being appointed as agents for pay out of remittances under the
MTSS scheme. Accordingly Fast encash will have to ensure that all
agents appointed meet the criteria stipulated by Reserve Bank of India
2
Network availability
Agents to be on boarded will be selected subject to the network
availability in the areas where beneficiaries are located
3
Documents to be
Completed Application form & AML –KYC from as attached
collected and
Copy of Regulatory approval to carry out the existing business activity
scrutinised
Copy of Certificate of incorporation
Copy of Memorandum and Articles of Association
Last 3 years financial Statements
Details of Directors and Photo ID and proof of Address of Board of
Directors
Details of Beneficial owners with percentage of share held Phot ID and
proof of address all beneficial owners
Latest AML policy
Copy of Board Resolution with Authorised Signatures
Statement containing arrangement with other principals
4
Scrutiny of
Close scrutiny of all documents to be carried out to ensure that the
documents
documents are genuine. Wherever necessary validation may be
carried out by referring to external agencies
5
Approval from the
All documents to be submitted to Compliance department and once
Senior management
approved by the Compliance department the same shall be submitted
for the Director for approval
6
Agreement
Once on boarding is approved the bilateral agreement shall be signed
and exchanged.
7
Notification/approval
Depending on the type of agent begin on boarded the arrangement
from Reserve bank
has to be either notified to Reserve bank of India or submitted to RBI
of India
with supporting document for prior approval. The details shall be
furnished to the concerned department for necessary action
8
Training of Agents
The compliance department will organise induction training to the
staff
Agent’s staff on AML and CTF procedures and norms in place.
9
Start of business
It department will update the systems enabling the agent/s to access
system s to pay out. Once this armament is tested agents will start
offering the service from their locations
10 Ongoing monitoring
As part of ongoing monitoring Agents by supervisory visits at least
once in an year
Fast Encash AML policy and procedures
Version 01/2019

July 2019
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